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Abstract: The ‘war on terror’ has ushered in a domestic Homeland Security State
– one of the fastest growing and privatised areas in US government. The author
reveals the way that individuals from government are free to link to private
businesses and go back to government. She argues that a decade of information
collection and internal surveillance have not so much prevented terror attacks at
home as alienated whole Muslim and Arab communities that are under scrutiny.
And the involvement of the private sector in federal programmes now puts their
human rights at risk.
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When John Brennan, a second-generation Irish American, was appointed as the
new Director of the CIA by President Obama in 2013, many questions arose
regarding his background and service record spanning his twenty-five-year
career with the CIA. During his Senate confirmation hearing, Brennan fielded
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hot topic questions on the Drone programme and whether or not he considered
waterboarding a form of torture. However, a less-known part of Brennan’s background received much less scrutiny. Brennan had left his position as the Director
of the National Counterterrorism Center in 2005 to become CEO of The Analysis
Corporation (TAC) where he earned $760,000 a year while boosting TAC’s revenue to $26 million, a 400 per cent increase since 9/11. Within two months of leaving his post at the National Counterterrorism Center, Brennan, in his position at
TAC and with a newly awarded and tremendously lucrative $60 million contract
with the FBI, began work on improving the National Counterterrorism Center’s
terrorist watch list.1 After serving four years in the private sector, Brennan
returned to serve under Obama’s presidency as his homeland security adviser.
Ironically, President Obama, who had pledged to halt the revolving door between
big business and government, as outlined in Executive Order 13490, issued an
ethics waiver for Brennan to investigate the failure of the National Counterterrorism
Center’s terrorist watch list in apprehending the ‘Christmas Day Bomber’.2 In
sum, Brennan was selected to perform an evaluation of the very failed system
that he had both managed while in his previous governmental post and profited
from while in the private sector. Brennan’s security firm, now known as Sotera
Defense, continues to win multi-million dollar contracts, earning its reputation as
the 2012 GovCon Contractor of the Year, and generating more than $300 million
in contracts in that year alone.3 Brennan’s relationship with the private sector did
not stop there. He also received $30,000 yearly to spend an hour a week chairing
the Intelligence and National Security Alliance, a lobbying conglomerate representing 150 security corporations.4 While personal networks between government and the private sector have always existed, the increased demand and
priority to hire private contractors in homeland security after the attacks on 9/11
in the US institutionalised this practice as the norm. Brennan’s revolving door
position between public servant and corporate profiteer is no deviation but
reflects a broader pattern within the Homeland Security State.
The uninhibited growth and investment of private capital in the massive buildup of the domestic Homeland Security State has created scant public outcry, in
part because of the normalising of the Muslim terror threat. In a severely depressed
economic climate that has fostered criticism directed at a variety of other public
funding priorities including education, labour, environment and healthcare,
spending on homeland security remains a top priority.5 Spending by both federal
and state governments on homeland security has reached approximately $75 billion annually, making the United States the largest civil security market in the
world.6 The systemic targeting and surveillance of US Muslims has been a significant feature of the bourgeoning Homeland Security State from which key political officials and corporations have derived abundant profit. When confronting
this unprecedented nexus of power at the core of the Homeland Security State, it
is imperative to understand the rise of homeland security as a national priority of
the ‘war on terror’.
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The development and funding of the Department of Homeland Security
Contrary to popular opinion, the ‘war on terror’ has not solely been waged
abroad. Rather, it has relied heavily upon an important shift in the US domestic
state apparatus. The Homeland Security Act of 2002 was to close the intelligence
gap between a plethora of separate governmental agencies by creating the
Department of Homeland Security. This merged over twenty-two agencies of the
government and boasted a $62 billion budget to ‘secure the borders’ of the United
States, along with preventing any future terrorist attacks on American soil. It is
no surprise that over 79 per cent of growth in recent government employment
has occurred in departments related to the ‘war on terror’.7 The Homeland
Security Department houses a record number of 230,000 employees, the second
largest government employer after the Department of Defense. However, employees of private contractors working under the Department of Homeland Security
are equal to the number of direct government employees. Even more telling is
that within intelligence operations, private contractors make up approximately
six out of every ten employees.8
The establishment of the Department of Homeland Security as an outgrowth of
the events of 9/11 has also led to economic growth in a variety of other ‘risk’ arenas, i.e. new ‘security based markets’, such as bio-terrorism, cyber-terrorism,
transportation and border security. An outcome of the funnelling of large sums
of investment into the economic growth of security-related industries is the diversion of resources away from social programmes.9 The opportunity cost of this
burgeoning Homeland Security State has the effect of draining jobs that could
potentially focus on social problems associated with healthcare, environmental
degradation, employment and education. The procurement of security-related
technologies, coupled with the Department of Homeland Security’s reliance on
the outsourcing of a highly-skilled, white-collar labour force, does not offer much
in terms of immediate benefits to those most impacted by the recent recession.
The government’s decision to direct financial resources for subsidising employment in security-related industries has had a relatively minimal impact on unemployment rates among less skilled workers. In addition to the uneven impact of
this job growth on different workers, growth in this sector has also caused an
exacerbation of the economic crisis in communities of colour in the United States.
Immigrants have suffered major obstacles during the recession, and the additional resources invested in policing immigrants have resulted in a two-fold
attack on marginalised immigrant communities.
President Obama’s funding priorities tend to reflect this ongoing commitment
to homeland security. During the peak of the economic crisis, he made it clear
that all discretionary spending would be halted for three years with the exception
of any governmental spending on national security.10 The cuts to social programmes have inevitably resulted in a loss of investment in human capital.
Interestingly, the mainstream media has focused on whether or not President
Obama’s halt on discretionary spending was an effective remedy for the
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mounting debt. However, popular discussion failed to interrogate the continued
investment in the category of security spending, which was the only governmental sector to actually increase during the recession. Thus, security spending has
become an unquestioned feature of the US economy, while funding directed
towards social programmes has been relegated to the realm of popular debate.
Moreover, it is taken for granted that security spending actually results in ‘more
security’. Homeland security spending has risen from $16 billion in 2001 to $69.1
billion in 2011, constituting a 300 per cent increase. Additionally, the Department
of Homeland Security contract spending on security devices and technology
nearly doubled from $5.4 billion in 2004 to $10 billion in 2010.11 The investment in
the Homeland Security State has acted as an economic stimulus to state governments in a time of severe cutbacks. This ever-increasing financial commitment
and public-backed consensus became unlimited following 9/11. In a Washington
Post interview, CIA Director Leon Panetta pointed to this unchecked spending
growth. He would, he remarked, begin ‘mapping out a five year plan for his
agency because the levels of spending since 9/11 are not sustainable’.12
The Homeland Security State: coinciding domestic and imperial interests
of private capital
The Homeland Security State purports to serve the public good by protecting the
citizenry from terrorism. It falsely conveys domestic security as a separate and
distinct priority from the global ‘war on terror’. However, there is an extensive
overlap between the political and corporate sectors involved in both the ‘war on
terror’ and the Homeland Security State.
The ‘war on terror’ is the single most privatised war in the history of the United
States, making it an important site for exploring the burgeoning industry created
and sustained by fear of terrorism. Private capital has monopolised government
contracting in the United States as well as in Iraq and Afghanistan. Within the
Department of Homeland Security, as well as in the wars waged abroad, private
contractors actually outnumber government and military personnel. Private contractors are involved at every level of the war effort abroad, including the provision of defence weaponry, water, food, logistics, security, prisoner interrogations,
and even health services for returning veterans.13 At home, private contractors
also play an essential role throughout multiple components of the Homeland
Security State; including a substantial proportion of intelligence-gathering and
operations for the FBI and CIA.14
Historically, war has often served as an outlet for private capital investment
and profit. However, after the end of the cold war, there was a substantial decrease
in money funnelled to military defence industries. In a move to avoid another
such military slump, defence industries expanded their expertise into the realm
of homeland security. ‘Defense contractors, faced with a shrinking military market, are lobbying hard to provide “counterinsurgency applications” to local police

Downloaded from rac.sagepub.com at University of North Carolina at Chapel Hill on September 5, 2015

86

Race & Class 55(4)

in order to keep sales up’.15 This expansion allows for military technologies and
information-gathering systems to be translated for use in state security. The drone
lobby has been very effective at this strategy by now focusing on the untapped
potential of the domestic security market. According to the Association for
Unmanned Vehicle Systems International, ‘once drones are allowed to fly in U.S.
airspace, the civil market has the potential to eclipse the defense market’.16 Even
throughout a major recession in the United States, on a par with the Great
Depression, investment in homeland security has proved to be lucrative. The
increased funding of homeland security also signals an ideological shift that prioritises the militarisation of the domestic landscape. It is simply not enough to
develop military technology for the sake of war – now ‘anytime the government
can find broader applications for a technology developed primarily for military
purposes, it’s saving taxpayers money and it’s being more efficient in the broader
economy’.17 Consequently, the homeland security market has been one of the
fastest growing sectors in the United States over the past decade.
Political officials as profiteers
Many of the same corporations that were successful in the defence industry in the
past have expanded their scope to become the top contractors in the homeland
security business sector. Lockheed Martin, Northrup Grumman, Boeing, and L-3
Communications are among the top-awarded contractors in both the Departments
of Defense and the Department of Homeland Security. Additionally, they are
among the top government contractors overall when taking into account all the
agencies under the federal government.18 Since the 1980s defence contractors
Boeing and Lockheed Martin have dedicated a substantial portion of their budget
to lobby Congress in order to secure their lucrative status.19 The CEOs of the leading defence companies have profited more than any other industry executives
since the ‘war on terror’ commenced following the attacks on the World Trade
Center and the Pentagon. CEO salaries of the top thirty-four defence contractors
in the nation received a 108 per cent pay increase from 2001 to 2005, while salaries
for their CEO counterparts in other industries only rose 6 per cent during the
same period.20
Several key political officials, who were integral designers of the ‘war on terror’ have also transitioned into the private sector: the Chertoff Group was founded
by Michael Chertoff, the former Secretary of the Department of Homeland
Security; the Ashcroft Group, founded by former Attorney General Tom Ashcroft;
Ridge Global, founded by the first Secretary of the Department of Homeland
Security, Tom Ridge; the Giuliani Group, led by former Mayor of New York City,
Rudolph Giuliani; and the Rice-Hadley Group, headed by former Secretary of
State, Condoleeza Rice.
While in political office, these key leaders supported the ‘war on terror’, including prioritising these efforts and enhancing governmental subsidies for
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security-related tasks and technologies. In effect, ex-political officials participate
in the demand for security procurement while in office and routinely leave their
posts to lead companies that fulfil this demand. The revolving door between
political officials and private corporations streamlines the process of bidding and
securing government contracts. Former political officials hold intimate knowledge of how to navigate the institutional processes that govern contract negotiation and oversight, thereby placing them at a distinct advantage for companies
wanting to invest in and create products and services that will be purchased by
the government. They are also able to effectively draw upon governmental networks with current political officials. The expanding niche that ex-political officials have carved out within the homeland security infrastructure essentially
enables them to fulfil a middleman role as brokers between private capital and
government. Many of these security and risk assessment firms regularly employ
previous political colleagues from government, and can boast of their ‘all star
lineups’ of former top intelligence, military and political officials who now are
employed as consultants, staff and members of the Board of Directors. Since 9/11,
according to Ian Allen, ‘three CIA Directors, four Deputy Directors for Operations,
three Counterterrorism Center Directors, as well as all five of the CIA’s Division
Heads’ have transitioned to the private sector.21
Within months of leaving office as the Secretary of the Department of Homeland
Security from 2005–2009, Michael Chertoff founded his new company, the
Chertoff Group, which provides security and risk management services to both
private firms and governmental agencies. Chertoff calls their principal employees a ‘new team, [with] long-term colleagues’ – evidenced by the hiring of Michael
Hayden, the former director of the CIA, 2006–2009, and Charles Allen, the creator
of the Department of Homeland Security Unit.22 Chertoff was publicly criticised
in 2010 for advocating the need for increased acquisition of body scanners at airports to safeguard against terrorism without disclosing that his company represented the leading manufacturer of such technology. It sold the Department of
Homeland Security the first batch of body scanners while Chertoff was in office
in 2005 and was the sole company that secured a $25 million contract paid through
the American Recovery and Reinvestment Act to provide another large order of
body scanners to the Transportation Security Administration of the Department.23
Since the arrest of the ‘Christmas Day Bomber’, another $118 million in stimulus
funds have been used to buy more Rapiscan technology, including 300 more
scanners. (The Government Accountability Office has reported that it is unclear
whether the scanners would have been able to detect the weapon in the foiled
Christmas day plot.24) Upon leaving office, Chertoff authored an article on ‘How
to reinvigorate the war on terrorism here at home’, which emphasised the persistent threat of Al-Qaida and the need to implement technology that could detect
terrorist threats.25 Presumably, drawing on their political and expert status as
former government officials creates more trust with the general public and bolsters popular support for sustaining funding for the ‘war on terror’. In a similar

Downloaded from rac.sagepub.com at University of North Carolina at Chapel Hill on September 5, 2015

88

Race & Class 55(4)

fashion, Tom Ridge, the first Secretary of the US Department of Homeland
Security, founded his own private security firm Ridge Global immediately after
leaving his government post. Ridge’s company claims to advance the security
and economic interests of businesses globally, with particular emphasis on minimising risk and challenges to capital. Security companies provide emphasis on
protecting private business interests to ensure risk-free movement of capital’s
goods across nation states and through international borders. In particular, Ridge
Global boasts expertise in analysing and protecting companies’ supply chains.
Laying the groundwork for targeting Arabs and Muslims
The US nation state acts to ‘defend’ itself against any perceived Muslim threat in
the domestic realm, while simultaneously taking ‘offensive’ moves against any
Muslim threat abroad in the Middle East through war and occupation. The
repression of US Muslims within the Homeland Security State is intrinsic to the
‘war on terror’ in which Muslims in the US are rendered suspect by the very
nature of their supposed association with the ‘enemy’ abroad. The conflation of
domestic Muslims with ‘foreign’ Muslims in the Middle East serves to strengthen
the function of the Homeland Security State. The targeting of Arabs and Muslims
as potential security threats to the US nation state is clearly not new. The selective
measures imposed by the Homeland Security State on US Muslims post 9/11
draw upon past practices and policies. Many of the agencies that presently constitute the Department of Homeland Security (FBI, CIA, ICE) have historically
implemented such actions.
Since the 1970s the private capital and political elites have been increasingly
entwined as the growing importance of securing control over oil resources in the
Middle East became vital to the status of the US as a global superpower.26 And
government policies aimed at Arabs and Muslims were accompanied by media
representations that portrayed them as possible terrorist threats. Beginning with
Nixon’s Operation Boulder in 1972, the FBI investigated people of ‘Arabic origin’
to ‘determine their relationship with potential ‘terrorist’ activities related to the
Arab-Israeli conflict’.27 The White House also authorised widespread wiretapping and surveillance of Arabs under the guise of ‘uncovering the activities of
persons potentially involved in sabotage’.28 The rendering of Arabs and Muslims
as a political threat to the foreign interests of the US became further entrenched
under the FBI’s 1978 Operation Abscam, which coincided with media depictions
of Arabs as blood-thirsty oil Sheikhs antithetical to US cultural, political and
financial interests.
Under President Reagan, the National Security Decision Directive instituted
the Alien Border Control Committee, which was charged with preventing terrorists from entering and staying in the United States. This committee, which
included members from the FBI, CIA and the Department of State, published a
document, ‘Alien terrorists and undesirables: a contingency plan’, which planned
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for the mass arrest and detention of Arab and Iranian immigrants, even further
positing the use of ideological exclusion grounds in the Immigration Act to justify the deportation of noncitizens from these ethnic backgrounds.29 Government
officials also fingerprinted and photographed all entrants of Iraqi and Kuwaiti
origin to the United States during the 1990s Gulf War. Inevitably, these historical
antecedents were prevalent in many of the institutional measures implemented
after 9/11, relating to the profiling of Arabs and Muslims.
Institutionalised racism directed at Arabs and Muslims has long been shaped
by US foreign policy, as was clear in the twenty-year long case, which ended in
2007, brought against the LA-8, when the federal government tried to deport US
residents of Palestinian origin who had supported a Palestinian party, at the same
time as the government was also attempting to close down the PLO-representative
offices in the US.30
The linking of Arabs and Muslims to terrorism is now pervasive, including in
media representations and news reporting.31 Prior to the apprehension of white
right-winger Timothy McVeigh following the Oklahoma Federal Building bombing in 1995, CNN newscasters initially reported that Arab and Muslim suspects
were being pursued. Steven Emerson, a ‘terrorist expert’, mentioned on CBS that
there was a ‘Middle Eastern trait’ that could be identified in the attack.32 Such
allegations were echoed in media coverage immediately following the Boston
Marathon bombing of 2013, when CNN’s John King reported that a ‘dark-skinned’
suspect had been arrested in connection with the bombing, which later turned
out to be a false report.33 The media play an active role in the reification of the
terrorist as a racialised category, with experts and erroneous reports consolidating the link between terrorism and Arabs and Muslims in the public perception.
The fear and suspicion thus created, reinforced by government practices and policies towards Arab Americans and US Muslims, also serve to silence any criticism
of the consequences of the expansion of private capital in security and defence.
The Homeland Security State’s intelligence-gathering in Arab and
Muslim communities
The unchecked spending and investment on security and counterterrorism programmes draw on a complex relationship between government, private capital
and bi-partisan political support. Although, in actuality, terrorism ranks low as a
potential threat to the everyday life of an American, in recent years it has consistently remained a top priority for American citizens and in the deployment of
financial and governmental resources – leading to surveillance of a most comprehensive nature. One of the largest government contracting firms, Booz Allen
Hamilton, known for specialising in cybersecurity, has recently made headlines
due to allegations by Edward Snowden, a former private contractor employee
who leaked classified information on the National Security Agency’s secret
domestic surveillance programmes. Snowden’s leaked documents reveal that the
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National Security Agency has been running the ‘PRISM’ programme, a massive
electronic surveillance operation since 2007. PRISM mined and intercepted electronic communications such as video, live chat, user data, and email from many
of the leading corporate technology providers, including Google, Yahoo,
YouTube, Skype, Microsoft, Facebook and Apple. Intelligence contractors were
able to access electronic communications without a warrant if they were 51 per
cent confident that the person was reasonably believed to be outside the US.
However, there was scarce oversight of these parameters in gathering information on US individuals. In addition, reports also allege that agencies outside the
US shared access to this information as well, including the British agency,
GCHQ.34 The National Security Agency’s suspicionless surveillance extended to
collecting metadata of Verizon customer’s telephone calls made domestically and
also among other countries outside of the US.35
The increased surveillance of Arab and Muslim communities has not actually
revealed terrorists, but produced a type of pre-emptive policing to demonstrate
that tax dollars are hard at work to prevent terrorism. The ramped-up blanket
monitoring of Arabs and Muslims has led to the deportation of immigrants for
minor visa violations and a substantial investment in the mapping of Arab and
Muslim communities. This pre-emptive policing strategy demands significant
investments in security and information related technology-gathering strategies.36 The FBI, ICE and local law enforcement agencies all work in concert with
private contractors to continuously gather information related to ‘suspect populations’ with Muslims disproportionately impacted. Private capital is one factor
among many driving the surveillance of Muslims. Enabled by the advances in the
technological revolution that made mass data analysis and data-mining possible,
private interests work in tandem with processes of state racism that drive information collection. All of which is, in turn, facilitated by the passive acceptance of
majority populations, primed by the media, of the need to police an ‘enemy
within’, and the recent rehabilitation of racial profiling.37 While Muslims in general continue to be widely perceived and treated as ‘legitimate’ security threats,
there has been a lack of evidence in support of such claims.38
There has been a definitive shift in counterterrorism priorities and policing strategies domestically, with the FBI increasingly focusing on investigating US Muslims
without any factual predicate. Prior to 2006, most counterterrorism efforts were
primarily focused on safeguarding the US from foreign terrorists. However, the
bombing of the London Underground on 7 July 2005 by ‘homegrown Muslim radicals’ had an international ripple effect. During the period 2006 to 2007, US public
discourse on the threat of radical homegrown terrorism became an increasing
media fixation and public priority. This increasing scrutiny of US Arabs and
Muslims in public discourse was mirrored in the activity of the security state.
In May 2006 the first significant report on ‘homegrown radicalisation’, produced by the FBI counterterrorism unit, ‘The radicalization process: from conversion to jihad’ purported to outline the indicators of the pre-radicalisation
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stage. These ‘identification factors’ included wearing traditional Muslim attire,
growing facial hair, frequent attendance at a mosque or prayer group, and travelling to a Muslim country. These presumed identification factors are, of course,
nothing more than a set of generalised characteristics that could be applied to
the vast majority of US Muslims, and fail to actually provide clear linkages
between individual criminal activities of potential terrorists. The 2013 media
coverage of the Boston Marathon bombings revisited this report highlighting in
a rhetorically banal insight that jihadists are often ‘unremarkable men’ living
‘unremarkable lives’.39
Leading corporations in the area of counterterrorism training have helped in
the perpetuation of the Muslim terrorist stereotype. Under the direction of the
Department of Homeland Security, $1.67 billion has been made available to states
under two grant programmes, the State Homeland Security Program and the
Urban Areas Security Initiative to provide counterterrorism training. A Political
Research Associates investigation found that there had been scant Department of
Homeland Security oversight of top counterterrorism firms that have received
contracts to carry out such training.40 Furthermore, many of these self-proclaimed
counterterrorism experts have espoused Islamophobic messages during training
programmes without factual evidence for their claims.
Since one of the aims of the Department of Homeland Security’s counterterrorism programmes has been to fill an information void on potential terrorist threats,
government initiatives have focused on tracking generalised populations of
immigrant Muslims.41 During 2002–2003, the new National Security Entry-Exit
Registration System (NSEERS) focused on the registering, fingerprinting and
photographing of male foreign nationals from countries that had been known to
support or harbour terrorists. The domestic component solicited registrations
from more than 80,000 males who were living inside the United States on temporary visas from Muslim-majority countries. In September 2003, of the more than
80,000 individuals who complied with call-in registration, 13,799 were referred to
investigations and received notices to appear in court, and 2,870 were detained.42
Of those visitors who were detained, not one single individual was ever brought
up on terrorism related charges. However, most were deported for simple visa
violations, such as failing to report a change of address within ten days of
moving.
NSEERS, widely criticised by migrants’ rights and civil liberties groups, not
only failed to produce any suspected terrorists or foil any potential terrorist activities but was later mined for new and continued investigations into the Muslim
community. From May 2004 to February 2005, Immigration and Customs
Enforcement (ICE) agents developed ‘Operation Frontline’, a programme that
systematically mined the NSEERS database, the Student and Exchange
Information System (SEVIS), and the US Visitor and Immigrant Status Indicator
Technology Program (US VISIT) in order to conduct surveillance of foreign
nationals who posed a national security threat.43 Of the 2,400 individuals who
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were under surveillance and investigation, 2,000 (83 per cent) were from predominantly Muslim countries. Once again, Operation Frontline also failed to
make a single arrest of anyone on terrorist-related charges, nor did it even determine that there were any suspected terrorists among the population that was
investigated. With the majority of NSEERS’ ‘suspects’ facing the denial of immigration welfare, or deportation, the programme became in effect a method of
pauperising or depopulating Arab and Muslim communities within the US.
In 2003, FBI Director Robert Mueller authorised an initiative aimed at mosques.
The fifty-six FBI field offices nationwide were instructed to develop demographic
profiles of their respective localities. In February 2003, FBI field offices were sent
a six-page questionnaire, including a section titled, ‘Vulnerabilities’ which asked
for the number of mosques in their communities.44 This information would then
be used to assist in setting quotas for wiretaps and counterterrorism investigations.45 FBI officials claim that the mosque tallies are only one of several indicators that are used to assess the potential terrorist threat in a specific area. Of
interest to the FBI were the number of other ‘vulnerable assets’ in a region, including bridges, dams, nuclear plants, flight schools and Islamic charities that have
been linked to terrorism. A senior FBI official stated, ‘We're trying to set performance goals and objectives for a particular field office. We're not targeting
mosques.’46 The FBI’s focus on counting mosques as a strategy to evaluate the
performance of field offices steers intelligence operations to focus on the generalised mapping of Muslim communities, as opposed to developing quality intelligence that hones in on specific, evidence-based, terrorist-related activities.
In 2007, the Los Angeles Police Department (LAPD) announced that it would
map all of the Muslim neighbourhoods in Los Angeles in an attempt to identify
populations susceptible to radicalisation.47 Michael Downing, the Deputy Police
Chief and head of the Counter-Terrorism Bureau in LA, told a congressional
hearing that, as well as geographically mapping Muslim communities, ‘we also
intend to take a deeper look at their history, demographics, language, culture,
ethnic breakdown, socioeconomic status and social interactions’.48 However, civil
rights organisations pointed out that the singling out of a population based upon
first-amendment protected religious beliefs and activities, rather than on any suspicion of criminal activity, is a clear act of profiling and the project was scrapped.49
The kind of inter-agency collaboration these proposals demonstrated is an outgrowth of a growing trend by which local police departments become more integrated with federal agencies such as the CIA, FBI and ICE, in order to enhance
counterterrorism strategies. The integration of various government agencies and
the confluence between US foreign political interests and domestic agency priorities is showcased in the NYPD spying programme. Under Brennan’s appointment as its Deputy Chief, the CIA collaborated with the NYPD in its multi-year
long surveillance programme that sent ‘rakers’ into Muslim communities to map
ethnic and cultural hubs, despite the fact that the CIA is prohibited from gathering information on Americans. The CIA-NYPD collaboration, known as the
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Demographics Unit (recently renamed the Area Survey Unit), conducted widespread surveillance including the mapping, photographing, or infiltration of 250
mosques and sixteen universities where Muslim Student Associations were active
in the Northeast, gathering information without any criminal predicate.50 Not a
single lead was produced from the Demographic Unit reports.51
More importantly, authorities responding to the 2013 Boston Marathon bombings have already begun to cite the surveillance programme as an important justification for replicating such programmes elsewhere and legitimising illegal
intrusions in US Muslim communities.52 In an interview on the Boston Marathon
bombings with Fareed Zakaria of CNN, NYPD Commissioner Raymond Kelly
claimed that the Area Survey Unit ‘was never put in place to generate leads. It
was put in place for us to have contextual information about what's going on in
the city … Believe me, we generate leads in a lot of other ways, but not from that
particular unit’.53
The ‘Information Factory’: public and private partnerships in intelligence
sharing
‘Intelligence is not only about spies and satellites. It is about the thousands and
thousands of routine, everyday observations and activities’, said DHS Under
Secretary Charles Allen in a 2008 speech. He went on:
Surveillance, interactions – each of which may be taken in isolation as not a
particularly meaningful piece of information – but when fused together, gives
us a sense of the patterns and the flow that really is at the core of what intelligence analysis is all about. What you may not know is that we, at DHS, actually
generate a great deal of intelligence. We are virtually an ‘information factory’
producing data based on thousands of interactions every hour.54
The fact that the majority of workers employed in the DHS’s intelligence
efforts are private contractors, and that the quantity of observations in intelligence gathering is the goal of such efforts, poses significant problems. Despite
no evidence of the efficacy of such intelligence programmes, the drive of the
‘information factory’ has become self-perpetuating. Since Muslims have become
a population to fear in the public eye, increased scrutiny has been supported by
popular opinion.
An important development in the landscape of homeland security has been the
growth of ‘fusion centers’ to share intelligence among federal, state and local law
enforcement authorities. According to the US Department of Justice, the purpose
of the fusion center is to ‘provide a mechanism where law enforcement, public
safety, and private partners can come together with a common purpose and
improve the ability to safeguard our homeland and prevent criminal activity.’
Federal spending since 2003 has amounted to upwards of $1.6 billion dollars allocated to seventy-seven fusion centers located across the country.55 A critical
investigation by the Senate Subcommittee in 2012 found that ‘DHS-assigned
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detailees to the fusion centers forwarded “intelligence” of uneven quality – oftentimes shoddy, rarely timely, sometimes endangering citizens’ civil liberties and
Privacy Act protections, occasionally taken from already-published public
sources, and more often than not unrelated to terrorism’.56 Moreover, it concluded
that fusion centers have not contributed any information leading to disrupting an
active terrorist plot. While the Department of Homeland Security sought the
expansion of fusion centers as a possible solution to the 9/11 Commission Report’s
critique that information sharing needed to be improved upon, especially in relation to the inability of government officials to ‘connect the dots’, it does not appear
to have worked. Just as the National Counterterrorism Center failed to apprehend the ‘Christmas Day Bomber’, even though intelligence existed about the
bombing suspect, questions have arisen as to why the suspects in the Boston
Marathon bombings of 2013 slipped through the cracks as well.57
Yet despite the failings of fusion centers to live up to their stated purpose, the
DHS has decided to roll them out further, taking the same tactic of informationsharing partnerships and applying it on new fronts. In order to expand, the security services have grown reliant on partnerships with private corporations. One
such programme is InfraGard, which teams the FBI with the private sector, allowing members from the corporate sector to ‘gain access to information that enables
them to protect their assets and in turn give information to government that facilitates its responsibilities to prevent and address terrorism and other crimes’.58 In
2003 InfraGard, under the direction of the FBI, was transferred to the DHS’s
Department of Critical Infrastructure Protection. Most of these ‘critical infrastructures’ are privately owned and operated. Each of the FBI’s fifty-six field offices
designates at least one special agent coordinator to work with each respective
local InfraGard chapter, underscoring the extent to which the FBI and the DHS
have rendered the responsibility of shaping counterterrorism efforts to stakeholders in private corporations.59
InfraGard members have access to sensitive but unclassified information. One
of the primary purposes of InfraGard is, in its own words, to ‘increase the quantity and quality of infrastructure intrusion/threat reports provided to local FBI
field offices for investigation and follow-up and the NIPC for national-level analysis’.60 As the ‘war on terror’ demanded national vigilance and opened the door
for vast information collection on Arabs and Muslims, InfraGard’s members,
dressed in the cloak of patriotic duty, were able to present themselves as key
players in the fight for homeland security. But this meant that their role in shaping the priorities of the security services to meet their own needs was underchallenged, paving the way for unwarranted and illegal intrusions into the lives
of other Americans. Through InfraGard, the security services and private corporations were able to circumvent the critical safeguards (however limited) built in
to government agencies’ conduct. Given that private corporations are not trained
in intelligence-gathering nor versed in the protection of civil liberties as entrusted
to government, the focus on generating new and more abundant reports on possible terrorist and criminal threats, in effect authorises private corporations to
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police the public, as well as their own employees. As one InfraGard member
boasted, corporations ‘could sick the FBI on “disgruntled employees”.’61 It did
not take long for the raft of emergency security programmes, designed to be
meted out against Arab and Muslim communities, to develop wider ramifications for US civil liberties.
Conclusion
In discussing the growth of the enormous domestic intelligence infrastructure,
retired Army Lt. General John R. Vines, who oversees the review of the Defense
Programme’s most sensitive programmes, stated that ‘it’s impossible to tell
whether the country is safer because of all this spending and all these activities’.62
The intelligence bureaucracy, created disproportionately at the expense of the
civil liberties of US Muslims, has not been evaluated for its efficiency precisely
because government spending and, by default, security firm contractors have
been given unprecedented resource allocation and authority in this realm. Even
Defense Secretary Robert Gates admitted in a Washington Post interview that ‘getting precise data is sometimes difficult.’ He intends to review the intelligence
units for waste, adding that ‘nine years after 9/11, it makes a lot of sense to sort
of take a look at this and say, “Okay we’ve built tremendous capability, but do we
have more than we need?”’63 Due to the unprecedented investment in private
intelligence contracting, government officials have not been able to keep accurate
oversight of the effectiveness of such counterterrorism measures, thereby allowing the unwarranted surveillance of Muslims.
Behind all of this, the role of private capital in the development, expansion,
and continued sustenance of the Homeland Security State, in the wake of the ‘war
on terror’, is an extremely significant, fast-growing element. The direction and
rise of this phenomenon has blurred the lines between the state and the corporation. Moreover, the revolving door of political officials occupying governmental
posts and then later becoming the newest corporate leaders in the privatised
homeland security industry demands further public scrutiny and oversight. The
focus on collecting information on domestic Muslim communities will have an
enduring negative impact on Arabs and Muslims in the US. The fear of terrorism
only further engenders a climate in which the public consents to ramped-up surveillance and policing practices targeting and demonising Arab and Muslim
communities. Beyond many immediate and devastating effects, this has a number of long-term perilous consequences for these communities, including stifling
political dissent. Already, in just one tiny, minor and local instance, and following the revelation of spying on Muslims students, the Muslim Student Association
at Hunter College in New York has requested its members to ‘refrain from political convos’ on the premises.
Is this what the freedom of thought and expression promised in the Constitution
to all is, in the end, allowed to amount to?
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